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“There were, on average 1 611 attacks carried out against industrial 
facilities across Africa each week over the past six months, and about 

11% of organisations were affected by [...] malware.”
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How to secure your substations?

 Identify the status quo

Identify your risk for cyberattacks: identify your vulnerabilities

 Protect against the highest risks

Technical and organizational measures

 Detect threats and prohibited activity

Allows to minimize damage and learn for next time

 Respond to detected threats

Investigate security alerts

 Recover

E.g., clear malware from Gateways

Source: nist.gov/cyberframework
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Recent examples:How to Identify your risk?

 Most guidelines1 recommend keeping
“a current list of installed components and their properties”.

Why?

 Security advisories about substation devices are published frequently

 My substations are at risk if

certain device types with

certain firmware version and

in certain network setup

 are used.

1 For example: ISO 27001 A.8.1.1 and IEC 62443-3-3 SR7.8 and NIST SP 800-53 rev. 5, CM-8(2)
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Identifying the attack points of substations
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Secure substations do exist! – A Case Study

 Example by Swiss distribution and generation utility CKW

 Sophisticated security architecture

Secure remote (and local) access

Multiple firewall zones on station bus (ACL)

Switch port security

Role-based access control

 Defense in depth: 

Intrusion detection in all substations

 Commissioning of first substation started 2019
See paper here.

Source: Centralschweizer Kraftwerke AG (CKW), Switzerland

https://www.omicronenergy.com/en/news/details/design-and-commissioning-of-a-secure-substation-network-architecture/
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Problems of current IDS when applied in the power grid

 Signature-based
PC virus scanner approach

Very few exploits/attacks known for our niche

 Baseline-method, “learning-based”
Many false alarms: switching, maintenance, routine testing, ...

Complex alerts, because the IDS doesn’t understand the meaning of the messages

Difficult for to analyze,

even for experts

Deny list

Black box
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OT-Engineers Need to Participate in Security Processes

 Protection and control engineers need to participate in alert analysis

 User interface should allow OT engineers and security officers to analyze the cause together
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Intrusion Detection in the Power Grid

StationGuard knows the substation

Function of each device known from engineering files (SCL)

Each packet evaluated against live system model

Allow list (whitelist) principle: alarm by default

Maintenance and testing is part of system model

Detailed verification of whole communication

Detects not just cyber threats, but also malfunctions

System model/allow list

Functional security monitoring
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Additional benefits: Functional Monitoring

 Detecting IED configuration changes and configuration issues

 Continuous GOOSE transmission time measurements

Detecting IED, network, and time sync. failures

 Logging of critical events:

Control commands:

Successful / Failed

File transfers incl. file names
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How to integrate StationGuard?

 StationGuard Dashboard for central monitoring

Which substations show an alarm?

 Integration into SCADA signal list using binary outputs

Easy way to get IDS status into the control room

 Integration into SIEM Systems

Using Syslog and plug-ins

 Integration into ticket systems and CMDBs

Using Plug-Ins and export functions

SIEM integration example (Splunk App)
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Common findings in legacy substations

 IEDs with known vulnerabilities (no surprise)

 More external connections than expected

Each connection represents an attack vector

E.g., “The network guys” managing the switches

 Gateways with outdated Windows OS

 Functional Issues

RSTP reconfiguration every 10 seconds!

NTP time synchronization issues

Configuration errors in RTU Report config.
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Conclusion

 Many attack vectors bypass the firewall

 Intrusion Detection Systems (IDS) can help in many 
phases of the security processes

 Tailor-made IDS for the power grid are available

www.stationguard.com

 Thank you for your attention!

http://www.stationguard.com/

