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Energy transition with an unreversible paradigm shift from 
the customer lens

• IT & OT plays an essential 

role in modernising the grid   

(“Smart Grid”); and

• Building a secure 

infrastructure needed to;

• Bridge the gap between 

utilities, customers & partners 

(“Customer Centricity”).

BI-Directional Energy and Information Flow

Smart Grid Framework

ICT Technology Architecture Framework

Cyber Security Framework
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Energy transition with an unreversible paradigm shift
from the customer lens…
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This presentation does not constitute or form part of and should not be construed as, an offer to sell, or the solicitation or

invitation of any offer to buy or subscribe for or underwrite or otherwise acquire, securities of Eskom Holdings SOC Limited

(“Eskom”), any holding company or any of its subsidiaries in any jurisdiction or any other person, nor an inducement to enter

into any investment activity. No part of this presentation, nor the fact of its distribution, should form the basis of, or be relied

on in connection with, any contract or commitment or investment decision whatsoever. This presentation does not constitute

a recommendation regarding any securities of Eskom or any other person.

Certain statements in this presentation regarding Eskom’s business operations may constitute “forward looking statements”. 

All statements other than statements of historical fact included in this presentation, including, without limitation, those 

regarding the financial position, business strategy, management plans and objectives for future operations of Eskom are 

forward looking statements.

Forward-looking statements are not intended to be a guarantee of future results, but instead constitute Eskom’s current 

expectations based on reasonable assumptions. Forecasted financial information is based on certain material assumptions. 

These assumptions include, but are not limited to continued normal levels of operating performance and electricity demand 

in the Customer Services, Distribution and Transmission divisions and operational performance in the Generation and 

Primary Energy divisions consistent with historical levels, and incremental capacity additions through the Group Capital 

division at investment levels and rates of return consistent with prior experience, as well as achievements of planned 

productivity improvements throughout the business activities.

Actual results could differ materially from those projected in any forward-looking statements due to risks, uncertainties and 

other factors. Eskom neither intends to nor assumes any obligation to update or revise any forward-looking statements, 

whether as a result of new information, future events or otherwise.

In preparation of this document certain publicly available data was used. While the sources used are generally regarded as 

reliable the content has not been verified. Eskom does not accept any responsibility for using any such information.

Deliver unidirectional power 

from utilities to customers

Dispatch meter reader and 

connect/ disconnect

Bill once per month with a 

simple rate structure

Access call center agent 

services

Bidirectional electricity and 

information exchange between 

utilities and customers

Real-time meter reads and remote 

connect/ disconnect 

Various billing rate plans with 

more reading frequency Smart grid

Old paradigm New paradigm 

Customer omnichannel platform

“Amazon-like” services  

Reference: Info-Tech Research Group – Grid Modernisation
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This presentation does not constitute or form part of and should not be construed as, an offer to sell, or the solicitation or

invitation of any offer to buy or subscribe for or underwrite or otherwise acquire, securities of Eskom Holdings SOC Limited

(“Eskom”), any holding company or any of its subsidiaries in any jurisdiction or any other person, nor an inducement to enter

into any investment activity. No part of this presentation, nor the fact of its distribution, should form the basis of, or be relied

on in connection with, any contract or commitment or investment decision whatsoever. This presentation does not constitute

a recommendation regarding any securities of Eskom or any other person.

Certain statements in this presentation regarding Eskom’s business operations may constitute “forward looking statements”. 

All statements other than statements of historical fact included in this presentation, including, without limitation, those 

regarding the financial position, business strategy, management plans and objectives for future operations of Eskom are 

forward looking statements.

Forward-looking statements are not intended to be a guarantee of future results, but instead constitute Eskom’s current 

expectations based on reasonable assumptions. Forecasted financial information is based on certain material assumptions. 

These assumptions include, but are not limited to continued normal levels of operating performance and electricity demand 

in the Customer Services, Distribution and Transmission divisions and operational performance in the Generation and 

Primary Energy divisions consistent with historical levels, and incremental capacity additions through the Group Capital 

division at investment levels and rates of return consistent with prior experience, as well as achievements of planned 

productivity improvements throughout the business activities.

Actual results could differ materially from those projected in any forward-looking statements due to risks, uncertainties and 

other factors. Eskom neither intends to nor assumes any obligation to update or revise any forward-looking statements, 

whether as a result of new information, future events or otherwise.

In preparation of this document certain publicly available data was used. While the sources used are generally regarded as 

reliable the content has not been verified. Eskom does not accept any responsibility for using any such information.

• Historically, energy flow was uni-directional – from 

Distributor to Customer.

• The ‘Smart Meter” requires both energy and 

information flow – needs IP connectivity and creates a 

Prosumer.

• The complex “Smart Grid” requires bi-directional 

energy and information flow – built on a strong IP 

foundation.

• Bi-directional energy flow enables energy trading and 

optimisation for through the DSO and DET. 

• The electricity distributor to adopt a new operating and 

business model - IP network enables the participation 

between the prosumer and the distributor.

• Resultant opportunity for Value-Added Services (VAS).
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This presentation does not constitute or form part of and should not be construed as, an offer to sell, or the solicitation or

invitation of any offer to buy or subscribe for or underwrite or otherwise acquire, securities of Eskom Holdings SOC Limited

(“Eskom”), any holding company or any of its subsidiaries in any jurisdiction or any other person, nor an inducement to enter

into any investment activity. No part of this presentation, nor the fact of its distribution, should form the basis of, or be relied

on in connection with, any contract or commitment or investment decision whatsoever. This presentation does not constitute

a recommendation regarding any securities of Eskom or any other person.

Certain statements in this presentation regarding Eskom’s business operations may constitute “forward looking statements”. 

All statements other than statements of historical fact included in this presentation, including, without limitation, those 

regarding the financial position, business strategy, management plans and objectives for future operations of Eskom are 

forward looking statements.

Forward-looking statements are not intended to be a guarantee of future results, but instead constitute Eskom’s current 

expectations based on reasonable assumptions. Forecasted financial information is based on certain material assumptions. 

These assumptions include, but are not limited to continued normal levels of operating performance and electricity demand 

in the Customer Services, Distribution and Transmission divisions and operational performance in the Generation and 

Primary Energy divisions consistent with historical levels, and incremental capacity additions through the Group Capital 

division at investment levels and rates of return consistent with prior experience, as well as achievements of planned 

productivity improvements throughout the business activities.

Actual results could differ materially from those projected in any forward-looking statements due to risks, uncertainties and 

other factors. Eskom neither intends to nor assumes any obligation to update or revise any forward-looking statements, 

whether as a result of new information, future events or otherwise.

In preparation of this document certain publicly available data was used. While the sources used are generally regarded as 

reliable the content has not been verified. Eskom does not accept any responsibility for using any such information.

Step 1: The foundation for establishing the Smart Grid

capabilities is the adoption of an IP Communications

fabric, as it provides connectivity and integration

between the cyber physical systems:

Step 2: Creating visibility and enabling control of:

• network capacity (i.e., supply and demand

optimization)

• power quality and reliability

• load efficiency

• operational efficiency

• clean technology integration

Step 3: Defining Functionality:

Leads to optimisation of the operating and business

model which allows an interactive grid that is capable

of self-healing, self-balancing, self-actualisation &

possibly self-optimisation.
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This presentation does not constitute or form part of and should not be construed as, an offer to sell, or the solicitation or

invitation of any offer to buy or subscribe for or underwrite or otherwise acquire, securities of Eskom Holdings SOC Limited

(“Eskom”), any holding company or any of its subsidiaries in any jurisdiction or any other person, nor an inducement to enter

into any investment activity. No part of this presentation, nor the fact of its distribution, should form the basis of, or be relied

on in connection with, any contract or commitment or investment decision whatsoever. This presentation does not constitute

a recommendation regarding any securities of Eskom or any other person.

Certain statements in this presentation regarding Eskom’s business operations may constitute “forward looking statements”. 

All statements other than statements of historical fact included in this presentation, including, without limitation, those 

regarding the financial position, business strategy, management plans and objectives for future operations of Eskom are 

forward looking statements.

Forward-looking statements are not intended to be a guarantee of future results, but instead constitute Eskom’s current 

expectations based on reasonable assumptions. Forecasted financial information is based on certain material assumptions. 

These assumptions include, but are not limited to continued normal levels of operating performance and electricity demand 

in the Customer Services, Distribution and Transmission divisions and operational performance in the Generation and 

Primary Energy divisions consistent with historical levels, and incremental capacity additions through the Group Capital 

division at investment levels and rates of return consistent with prior experience, as well as achievements of planned 

productivity improvements throughout the business activities.

Actual results could differ materially from those projected in any forward-looking statements due to risks, uncertainties and 

other factors. Eskom neither intends to nor assumes any obligation to update or revise any forward-looking statements, 

whether as a result of new information, future events or otherwise.

In preparation of this document certain publicly available data was used. While the sources used are generally regarded as 

reliable the content has not been verified. Eskom does not accept any responsibility for using any such information.

 
APPLICATION DELIVERY INFRASTRUCTURE

Web Server, Portal Application Server, User Interface Technology

MIDDLEWARE INFRASTRUCTURE
Enterprise Service Bus, Message Brokering and Queuing, Business Logic, 

Directory and Naming, Time Services Technology

DATABASE MANAGEMENT INFRASTRUCTURE
Transactional DBMS, Data Warehouse, Master Data Management, 

Metadata Management Technology

COMPUTING PLATFORMS, PERIPHERAL AND SENSORS
Operating Systems, Servers / Hosts, Storage, End-User Computing, 

Peripherals and Data Sensing Technology

COMMUNICATION INFRASTRUCTURE
Transmission / Carrier (WAN, LAN), Data Switching, Internet, Intranet, 

Ethernet, VPN, Voice and Video Conferencing Technology

SYSTEM ENGINEERING INFRASTRUCTURE
System Design / Modelling, Software Development and Software Configuration Technology
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The adoption of an

ICT Technology

framework is critical to

the establishment of

the DSO/ DET.

Reference: Government-Wide Enterprise Architecture Framework (GWEA)



8

• The 4th industrial revolution necessitates the 

need for cyber physical system integration.

• This exposes the Operational Technology (OT) 

landscape to the internet and potentially 

increases the risk for cyber-attacks.

 

• Risk mitigation steps against adverse cyber-

attacks against are:

1. Cyber Threat Intelligence (TI) capabilities

and tools.

2. Cyber Threat Intelligence sensors.

3. Cyber collaboration partners.

4. Compliance to regulatory standards.

Cyber Security Framework…

Reference: Gartner (2015)



Thank you


	Slide 1: Technology, an Enabler for the DSO & DET 
	Slide 2: Energy transition with an unreversible paradigm shift from the customer lens
	Slide 3
	Slide 4: Energy transition with an unreversible paradigm shift from the customer lens…
	Slide 5: Bi-Directional Energy and Information Flow…
	Slide 6: Smart Grid Framework – 3 Step Approach…
	Slide 7: ICT Technology Architecture Framework…
	Slide 8
	Slide 9: Thank you

