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RECOMMENDATIONS 
 

 
Companies to get a 
backup power 
source 

 

Future planning by business should invest in 
backup power source for sustaining the 
business and for self-reliance to keep the 
business as a going concern 

 

 
 
 
 

Physical Security 

 

The immense size and exposed nature of 
electricity infrastructure makes complete 
physical protection from attacks impossible 
thus, there is a spectrum of physical security 
practices to be employed across the grid in 
that area of concern. 

 

Intelligent load 
shedding based on 
advanced metering 
infrastructure 

 

Automatic under-frequency load shedding is a 
common strategy designed into systems, which 
maintains the stability of the grid when there is 
an unanticipated loss of generation. 

 

 
 
 
 

Distribution System 
Resilience 

 

Design of the distribution system to be 
networked, so that any particular location in 
the business hub in the system should have at 
least two incident distribution lines. The 
advantage of a networked system is that loss of 
any particular line would not result in a power 
outage. 



 

 

 

Distributed Energy 

Resources 

 

Installation of distributed generation from 
photovoltaics, diesel generators, small natural 
gas turbines, battery storage, and demand 
response. 

 

Architectural 
Strategies to 
Reduce the 
Criticality of 
Components 

 

A reliable system includes reliable components 
and a system architecture design that reduces 
the criticality of individual components needed 
to maintain distribution network functionality 

 

 

Adaptive Islanding 

 

Explore the opportunities to pre-plan and 
manage the islanding process such that 
outages impact significantly fewer customers 

 
Design for Cyber 

Resilience 

 

Investment in technologies and practices to 
prevent cyber-attacks and build grid cyber 
resilience 

 

 

Response Selection 
and Actuation 

 

Timely response to detection of undesirable 
state conditions is critical to maintain the grid’s 
ability to deliver power despite impairments that 
occur 

 
Load curtailment 

 

Reduction of power consumption to meet the 
load shedding schedules 

 

 



Thank you!
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