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1. Introduction

South Africa’s electricity sector is undergoing a profound transformation. The twin pressures of an aging
grid and the urgency of the energy transition demand a smarter, more resilient, and inclusive approach
to power system management. Artificial intelligence (Al), condition monitoring, and smart metering are
emerging as foundational technologies that can address persistent operational challenges while
enabling a just energy transition.

Al's unique strength lies in its ability to bring together and centralize data from traditionally siloed
systems—from protection relays and smart meters to SCADA and loT platforms—into a single, unified
intelligence layer. This integration makes it possible to uncover patterns, predict failures, and guide
decision-making in ways that fragmented systems cannot achieve on their own.

This paper explores real-world advancements in transformer maintenance and smart metering, outlining
how Al-driven condition monitoring and bidirectional metering solutions can reduce outages, optimize
grid efficiency, and empower both utilities and consumers. It also examines technical feasibility within
the South African context, focusing on interoperability, cost-effectiveness, and policy alignment.

2. Al-Driven Transformer Condition Monitoring

2.1 Current Solution Architecture for power transformers (10 MVA and above)

Transformer maintenance has traditionally been reactive, relying on periodic inspections or responding
after failure. To shift to predictive maintenance, we leverage sensors, loT devices, and Al algorithms to
monitor asset health in real time.

o Data Sources: We pull performance data from power analyzers (capturing harmonics, load
unbalance, and fault events), cooler controllers (tracking fan and pump operation, cooling
efficiency, and ambient interaction), and dissolved gas analyzers (providing early indicators of
insulation breakdown and incipient faults).

o Edge Processing: Data is collected, pre-processed, and enriched with metadata at the edge
device before transmission.

e Protocols: Data from devices is converted via Modbus TCP to MQTT, enabling efficient,
lightweight, and bandwidth-friendly data transport.

e Unified Namespace: An MQTT broker and Media Context Protocol (MCP) organize the data
into a Unified Namespace (UNS), ensuring semantic consistency and ease of access across
teams.

o Historian Integration: Time-series data is stored in a time series data platform, enabling
millisecond-level granularity and scalable retention.



Visualization: The observability dashboard retrieves and display metrics in real time.
Automated reporting pipelines use templated scripts to compile KPI-focused insights (e.g., load

profile trends, oil gas evolution, and thermal stress indices), which are distributed to relevant
engineers and decision-makers.
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This architecture reduces downtime, provides high-frequency insights, and lays the foundation for Al
integration.




Current Solution Architecture for distribution transformers (10 MVA and under)

Smaller transformers (<10 MVA), typically lack advanced dissolved gas analysis or cooling control
systems due to cost constraints. A practical architecture instead leverages lightweight, scalable
technologies:

o Data Sources: Voltage/current sensors, temperature probes, and loT-enabled protective
relays. Key indicators include hotspot temperature, winding imbalance, load profiles, and
simple dissolved moisture sensors.

e Edge Processing: Low-cost microcontrollers or ruggedized gateways perform anomaly
detection locally (e.g., overcurrent, overheating, or harmonics). With advancements in metering
technology and production, costs have dropped considerably, and these are now often merged
with a power analyzer to give a single device that does it all.

e Protocols: Data is communicated via Modbus RTU/TCP, converted to MQTT for
interoperability.

¢ Unified Namespace: MCP organizes incoming data into the same semantic structure used for
larger transformers, ensuring consistency across asset classes.

o Storage & Visualization: Time-series databases capture historical data. Observability
dashboards provide simplified KPIs tailored for municipal teams (e.g., overload frequency,
energy imbalance, and thermal stress).

This solution balances affordability with scalability, while still enabling Al integration through the same
MCP and MQTT backbone as power transformers.

2.2 Al Agent Integration

The direct integration of condition monitoring with an Al agent:

¢ MCP Integration: Al agents connect via MCP servers to reference IEC standards (such as IEC
60076 for transformers) for diagnostics and standardized reporting.

+ Intelligent Maintenance: The Al agent has access to SLA KPIs, enabling it to benchmark asset
health against contractual and regulatory thresholds.

o Ticketing System: Through MCP, the Al agent connects to the ticketing system, automatically
generating intelligent maintenance tickets with root cause hypotheses.

¢ Predictive Insights: Al agents generate reports that combine condition trends, DGA
diagnostics, and load forecasting to recommend predictive interventions.

This evolution moves utilities from condition-based monitoring to a semi-autonomous maintenance
ecosystem where Al actively orchestrates diagnostics and interventions.

3. Smart Metering Systems

South Africa’s distribution network faces critical challenges: load shedding, theft, billing inefficiencies,
and limited consumer visibility. Smart metering offers a two-way communication bridge between utilities
and consumers, helping to address these issues and support a more resilient, equitable energy future

3.1 Benefits and Functionality

e Consumer Empowerment: Provides real-time consumption data, prepaid access, and transparent
billing mechanisms. Smart meters enable consumers to monitor energy use through mobile apps
or web portals, facilitating energy-saving behaviors and cost management.



o Utility Benefits: Enables theft detection, dynamic pricing, rapid fault identification, and improved
load forecasting. Smart meters facilitate remote disconnect/reconnect, reducing operational costs
and improving customer service responsiveness.

o Demand-Side Management (DSM): Allows utilities to dynamically balance demand, supporting
renewable integration. Time-of-use tariffs incentivize consumers to shift consumption to off-peak
hours, flattening demand curves and improving grid stability.

o Equity: Prepaid and lifeline tariff functionalities promote inclusion for low-income and rural
households. Smart meters can automatically enforce lifeline tariffs, ensure essential electricity
access while managing consumption beyond subsidized levels.

¢ Remote Monitoring: Utilities can remotely monitor voltage quality, power factor, and frequency,
identifying power quality issues that affect both consumers and grid assets.

e Interoperability: Smart meters designed according to open standards (e.g., DLMS/COSEM)
ensure compatibility with various utility systems and third-party applications, future-proofing
deployments.

3.2 Al Integration in Smart Metering

Forecasting:

Al models analyze seasonal, daily, and hourly electricity demand, significantly improving the accuracy
of load balancing across the grid. In the South African context, these models can incorporate region-
specific factors such as load shedding schedules, informal settlement consumption patterns, and local
weather variability (e.g., heatwaves driving peak cooling loads). This enables utilities to plan more
effectively and reduce strain on the network.

Anomaly Detection:

Al identifies unauthorized connections, reverse power flows, and abnormal usage spikes in near real-
time. This is particularly valuable in South Africa, where electricity theft is widespread and contributes
heavily to non-technical losses. Al models trained on historical data from local feeders can flag patterns
associated with illegal bypassing or tampering, allowing for quicker response and targeted enforcement.

DER Integration:

Smart meters with Al capabilities support distributed energy resources (DERS) like rooftop solar, battery
storage, and small-scale embedded generation. They enable accurate net metering and bidirectional
energy flow measurement, which is essential for integrating independent producers into the national
grid. In South Africa, where prosumer activity is growing in both urban and rural areas, this functionality
supports energy democratization and enhances local energy resilience.

Together, smart metering and transformer condition monitoring create a powerful feedback loop. For
example, usage data from smart meters can highlight overloaded zones or sudden spikes in
consumption, prompting targeted inspections of transformers in those areas. Conversely, when Al
detects signs of transformer stress or degradation (e.g., overheating, gas evolution), utilities can initiate
demand-side measures—such as time-of-use pricing or controlled load curtailment—to reduce strain
on the asset. This integrated approach enhances reliability and extends asset life, especially critical for
under-resourced municipalities.
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4. Interoperability and System Integration

A shared architecture ensures that condition monitoring and smart metering data work in tandem to
create a responsive, intelligent, and adaptive grid infrastructure. This integration is especially important
in South Africa, where the electrical network must simultaneously support aging infrastructure, address
load shedding, and expand access to underserved areas.

Smart meter data detecting localized demand surges can trigger targeted transformer health
checks: When real-time smart meter data shows sudden increases in demand—such as during peak
evening hours or due to illegal connections—Al systems can automatically prompt inspections of the
nearest transformers. In South Africa's strained grid environment, where transformer overloads often
go undetected until failure, this predictive action can prevent catastrophic outages.

Transformer degradation data can trigger DSM measures, such as activating time-of-use tariffs
or controlled demand reduction: If condition monitoring detects signs of stress—Ilike overheating or
increased gas levels—ultilities can use smart meters to adjust consumer load dynamically. For example,
shifting high-demand usage to off-peak hours using time-of-use pricing can ease the burden on the
transformer. This strategy is especially applicable in urban areas where infrastructure is aging and
heavily loaded.

Combined datasets enhance fault localization, enabling automated isolation and rapid
restoration: Integrating data from both transformers and smart meters allows for more accurate fault
detection and isolation. In practice, this means that when a fault occurs, the system can identify the
exact location and isolate only the affected segment, reducing the scale and duration of outages. This
capability is particularly valuable in dense urban areas and sprawling townships where manual fault-
finding is time-consuming and costly.

Integration paves the way for self-healing grid capabilities, where grid sections autonomously
reroute power during outages. The goal of interoperability is a self-healing grid: one that detects
faults, isolates affected zones and reroutes power in real-time without human intervention. While still
an emerging concept in South Africa, the foundation for this exists through MQTT, MCP, and Al-driven
analytics. In the long term, this could drastically reduce the impact of load shedding, especially in critical
areas like hospitals, schools, and water pumping stations.

4.1 Role of Al Agents in Utility Operations

Al agents represent the next evolution in grid intelligence, extending traditional monitoring platforms
into autonomous, context-aware digital operators. They sit between raw data sources and human
decision-makers, orchestrating diagnostics, workflows, and communication across multiple systems.

o Automated Diagnostics: Agents continuously analyze transformer data (e.g., DGA gas ratios,
thermal stress indices, harmonic distortion) and smart meter data (load anomalies, reverse
flows) to detect early warning signs. They generate hypotheses about failure modes and rank
issues by severity.

o Workflow Integration: Through the Media Context Protocol (MCP), Al agents connect directly
to ticketing systems. When anomalies are detected, they automatically generate tickets
containing root-cause hypotheses, IEC-referenced explanations, and recommended actions.

e Cross-System Intelligence: Agents correlate transformer health data with smart meter
consumption patterns. For example, a sudden local demand spike that coincides with
overheating in a nearby transformer can trigger targeted load balancing recommendations.

e Standards and Compliance: Agents reference IEC standards (e.g., IEC 60076 for
transformers) to ensure diagnostics and reports align with industry norms. They also



benchmark asset health against SLA and KPI thresholds to support performance-based

regulation.
¢ Human Collaboration: Rather than replacing municipal staff, agents augment them.
Engineers receive clear, explainable outputs — ranked intervention options, supporting

evidence, and projected outcomes — while retaining final decision-making authority.

e Continuous Learning: Feedback loops allow agents to improve over time. If a generated ticket
is confirmed or corrected by engineers, that information refines the agent's future
recommendations.

By embedding Al agents into transformer maintenance and smart metering ecosystems, utilities gain a
scalable, semi-autonomous workforce that reduces diagnostic delays, streamlines maintenance
processes, and improves resilience. Over time, these agents evolve from passive assistants into
collaborative digital partners that assist municipalities transition toward a self-healing, Al-augmented
grid.

5. Technical Feasibility in the South African Context

The system design is technically feasible but must address South African-specific challenges:

e Connectivity Challenges: Rural and peri-urban regions often face weak mobile signals and
unstable broadband. Edge-first designs using MQTT buffer and batch-transmit data during
outages, preventing data loss. There are also other connectivity options that are site specific if
mobile signal is subpar, these include point to point Wi-Fi, LoraWan, RF, 2 wire, CAT cable and
Fibre.

o Data Costs: South Africa has some of the highest mobile data costs in the world relative to
income. MQTT’s publish/subscribe model and lightweight payloads reduce costs by minimizing
bandwidth consumption. Reporting can also be configured to prioritize exceptions and
anomalies rather than continuous streams. Service providers can also upon agreement assist
with better pricing with economies of scale, as well as change the billing cycle to multi year
contracts for ease of administration and management.

e Cyber Resilience: Utilities are increasingly exposed to cyber threats. Al-driven monitoring
requires compliance with IEC 62443 for industrial cybersecurity, strong encryption of MQTT
traffic, and zero-trust authentication. Red/blue team testing cycles should be institutionalized.

o Scalability: While time series data platforms and MQTT are scalable, substations in rural zones
often lack hardware and power redundancy. Deployments must be modular, with scalable
compute at higher-tier substations.

e Local Skills: Sustained operation requires training for technicians in MCP, MQTT
configuration, observability dashboard customization, and Al report interpretation. Partnerships
with local universities and SETAs can accelerate skills transfer.

e Grid Complexity: South Africa’s unique topology—with a mix of industrial load centers,
sprawling rural feeders, and informal settlements—demands flexible deployment that can adapt
to highly variable load profiles.

o Cost Constraints: Budgetary limitations at the municipal and national levels necessitate cost-
effective solutions. Phased rollouts starting in high-loss or high-priority areas can provide early
wins and demonstrate return on investment, helping to justify broader funding support.

e Physical Theft of Meters and SIM Cards: Meter tampering and theft remain major issues,
particularly in high-loss areas. SIM cards used for communication are often targeted for resale
or personal use. Mitigation measures include secure SIM vaults inside meter housings, the use
of eSIMs that cannot be physically removed, geofencing and tamper alarms that trigger
immediate alerts, and Al-driven anomaly detection that flags sudden communication losses
consistent with theft.



By proactively addressing these challenges, the system can scale across South Africa while maintaining
operational resilience.

6. Policy Alignment and Strategic Relevance

This approach aligns with South Africa’s IRP 2019 and JET-IP energy policy frameworks and the RT29
regulatory requirements:

¢ Grid Modernization: Real-time monitoring supports reliability, renewable energy penetration,
and stability.

¢ Inclusion: Prepaid metering ensures equitable access and protects low-income households
from debt accumulation.

e Compliance: MCP and IEC standards ensure interoperability with international systems and
local policy.

¢ Local Content: Smart meter production and servicing can stimulate local manufacturing and
create green jobs.

o Sustainability: Al-driven predictive maintenance reduces resource wastage and improves
energy efficiency.

o RT29 Policy Alignment: The solution supports compliance with NERSA’s RT29 regulation,
which mandates enhanced network data visibility and reporting for better system planning and
performance monitoring. By integrating advanced Al-driven monitoring and smart metering
technologies, utilities can meet RT29 requirements for accurate, timely, and granular
operational data, strengthening regulatory adherence and enabling more informed decision-
making.

7. Strategic Recommendations for Municipal Utilities

The solutions must address local realities:

¢ Municipal Scalability: Smaller utilities can adopt modular deployments — e.g., monitoring only
critical transformers first, or using prepaid smart meters with cloud-hosted MQTT brokers.

¢ Revenue Protection: Al-enhanced smart meters directly reduce non-technical losses by
identifying tampering and theft signatures. Rapid anomaly alerts support faster field response.

¢ Workforce Transformation: Al augments rather than replaces municipal staff. Engineers gain
better diagnostic tools, and repetitive tasks like manual report generation are automated,
freeing staff for higher-value work.

o Integration with Renewables: Smart meters support municipal wheeling programs, rooftop
PV, and small-scale embedded generation. Al correlates renewable generation data with load
forecasts to maintain transformer health.

o Standards & Compliance: Alignment with NERSA, SANS standards, and DMRE policies
ensures regulatory compliance and builds trust with stakeholders.

o Funding Pathways: Municipalities can begin with pilots funded through public—private
partnerships, JET-IP programs, or donor-backed initiatives before scaling citywide.

o Community Engagement: Smart metering can rebuild consumer trust with transparent billing,
prepaid options, and targeted lifeline tariffs. User-friendly interfaces encourage behavioural
change and energy literacy.

e Al hallucination: A critical consideration is the reliability of Al outputs. Current models can
generate plausible but incorrect conclusions (“hallucinations”) when interpreting ambiguous
data. For safety-critical infrastructure like transformers, this risk cannot be ignored. To mitigate
it, all Al-generated reports, maintenance tickets, and anomaly flags must include confidence
scores and traceable data sources. Human engineers remain essential in the verification loop



until the Al models have been validated with sufficient real-world training data. Over time,
feedback from engineers improves model accuracy, gradually reducing reliance on human
oversight while maintaining trust and operational safety.

7.1 Al Trust, Training, and Future Directions

The effectiveness of Al in transformer maintenance and smart metering depends not only on technical
feasibility but also on operator trust, data quality, and long-term adaptability.

Explainability and Trust

Utilities and municipalities must be able to understand why Al generates a specific alert. By integrating
explainable Al (XAl) methods — such as SHAP (Shapley Additive Explanations) or LIME (Local
Interpretable Model-Agnostic Explanations) — engineers can view which data points (e.g., sudden
winding temperature spikes or gas ratios) most influenced the model’'s decision. This ensures that Al
augments rather than obscures expert judgment, improving adoption and regulatory acceptance.

Human-in-the-Loop Verification

Until models are fully validated, Al outputs must undergo human verification. Engineers review Al-
generated fault hypotheses before action, preventing misinterpretation or overreliance. This “human-in-
the-loop” model also creates valuable feedback loops, where engineer corrections are used to retrain
and refine Al models over time.

Data Quality and Governance

Al performance relies on the integrity of input data. Noisy sensors, incomplete logs, or fragmented
namespaces reduce predictive power. Municipalities should implement data governance policies
ensuring consistent Media Context Protocol (MCP) namespaces, secure MQTT streams, and quality-
controlled time-series databases. Collaboration with NERSA and DMRE can help set common
standards for condition monitoring and smart metering data, ensuring interoperability nationwide.

Edge Al for Local Resilience

In smaller transformers (<10 MVA) and rural networks, deploying lightweight Al models at the edge can
reduce latency, cut bandwidth costs, and keep diagnostics running even with poor connectivity. Edge
Al allows real-time detection of winding overheating, oil degradation, or overload events directly at the
site, while still synchronizing with central MCP servers for fleet-wide analysis.

Staged Rollout Pathway
Municipal utilities can adopt Al incrementally:
o Stage 1: Run pilots on a limited set of critical substations or high-loss feeders.
o Stage 2: Expand to mid-size distribution transformers with prepaid smart meters.
e Stage 3: Full municipal integration, including self-healing grids, renewable wheeling, and
automated reporting.

Socio-Economic Benefits

Beyond technical gains, Al-enabled monitoring and smart metering can rebuild consumer trust.
Transparent billing, theft detection, and equitable tariff management directly address municipal pain
points. By lowering operational losses, municipalities free up resources to invest in community
electrification, supporting South Africa’s just energy transition.

This future-focused approach ensures that Al integration is not only technically robust but also socially
inclusive, explainable, and adaptable to South Africa’s diverse municipal contexts.



8. Conclusion

By combining Al-driven transformer maintenance and smart metering, utilities can expand on its digital
backbone for South Africa’s energy future. These solutions enhance resilience, lower costs, and
democratize access to energy data. The integration of MCP, MQTT, time series data platforms, and Al
agents provides a technically feasible pathway for real-time monitoring, predictive diagnostics, and
automated reporting.

Crucially, these technologies are not isolated tools but components of an interoperable ecosystem.
Condition monitoring strengthens asset reliability, while smart metering empowers consumers and
improves revenue protection. Together, they enable a self-healing, flexible grid capable of integrating
renewable energy and responding dynamically to demand.

For South Africa, this transformation supports the dual imperatives of modernization and equity. Utilities
gain improved visibility and operational efficiency, while communities benefit from fairer tariffs, greater
transparency, and more reliable service. This approach aligns with both the Integrated Resource Plan
(IRP 2019), the Just Energy Transition Investment Plan (JET-IP) and NERSA’'s RT29 regulation,
ensuring technological progress contributes directly to national policy goals.

The vision is clear: embed intelligence into infrastructure, align with global standards, and build inclusive

systems that empower both utilities and citizens. By doing so, South Africa can not only overcome its
present energy challenges but also set a model for resilient and just energy transitions worldwide.
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